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Linux R
�

hassupporteda large numberof SMP sys-
temsbasedon a variety of CPUssincethe 2.0 kernel.
Linux hasdoneanexcellentjob of abstractingawaydif-
ferencesamongtheseCPUs,even in kernelcode. One
important differenceis how CPUs allow memory ac-
cessesto bereorderedin SMPsystems.

SMMP Hardware

Memoryaccessesareamongtheslowestof aCPU'sop-
erations,dueto the fact thatMoore's law hasincreased
CPUinstructionperformanceatamuchgreaterratethan
it hasincreasedmemoryperformance.This difference
in performanceincreasemeansthatmemoryoperations
have beengetting increasinglyexpensive comparedto
simple register-to-register instructions. Modern CPUs
sport increasinglylarge cachesin order to reducethe
overheadof theseexpensivememoryaccesses.

Thesecachescan be thoughtof assimple hardware
hashtable with �x ed size bucketsandno chaining,as
shown in Figure1. This cachehassixteen“lines” and
two “ways” for a total of 32 “entries”, eachentry con-
taining a single256-byte“cacheline”, which is a 256-
byte-alignedblock of memory. This cacheline size is
a little on the large size, but makes the hexadecimal
arithmeticmuchsimpler. In hardwareparlance,this is
a two-way set-associative cache,and is analogousto a
software hashtable with sixteenbuckets, where each
bucket's hashchainis limited to at mosttwo elements.
Sincethis cacheis implementedin hardware, the hash
function is extremelysimple: extract four bits from the
memoryaddress.

In Figure1, eachbox correspondsto a cacheentry,
which can containa 256-bytecacheline. However, a
cacheentry can be empty, as indicatedby the empty
boxes in the �gure. The restof the boxesare �agged
with thememoryaddressof thecacheline thatthey con-
tain. Sincethecachelinesmustbe256-bytealigned,the
low eightbitsof eachaddressarezero,andthechoiceof
hardwarehashfunctionmeansthat thenext-higherfour
bits matchthehashline number.

Thesituationdepictedin the �gure might ariseif the
program's code were locatedat address0x43210E00
through0x43210EFF, and this programaccesseddata
sequentiallyfrom 0x12345000through 0x12345EFF.
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Figure1: CPUCacheStructure

Supposethat the programwerenow to accesslocation
0x12345F00.This locationhashesto line 0xF, andboth
waysof this line areempty, so the corresponding256-
byte line can be accommodated.If the programwere
to accesslocation0x1233000,whichhashesto line 0x0,
thecorresponding256-bytecacheline canbeaccommo-
datedin way 1. However, if theprogramwereto access
location0x1233E00,which hashesto line 0xE, oneof
theexistinglinesmustbeejectedfrom thecacheto make
roomfor thenew cacheline.

This backgroundon hardware cachingallows us to
look at why CPUsreordermemoryaccesses.

Why Reorder Memory Accesses?

In a word,performance!CPUshavebecomesofastthat
the large multi-megabytecachescannotkeepup with
them.Therefore,cachesareoftenpartitionedinto nearly
independent“banks”, as shown in Figure 2, allowing
eachof thebanksto run in parallel,thusbetterkeeping
up with the CPU. Memory is normally divided among
the cachebanksby address;for example,all the even-
numberedcachelinesmightbeprocessedby bank0 and
all of theodd-numberedcachelinesby bank1.

However, this hardwareparallelismhasa dark side:
memory operationscan now complete out of order,
which can result in someconfusion,as shown in Fig-
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Figure2: HardwareParallelism

Figure3: CPUsCanDo ThingsOutof Order

ure 3. CPU 0 might write �rst to location0x12345000
(an even-numberedcache line) and then to location
0x12345100(an odd-numberedcacheline). If bank0
is busywith earlierrequestsbut bank1 is idle, the �rst
write will bevisible to CPU1 after thesecondwrite, in
otherwords,thewriteswill beperceivedoutof orderby
CPU1. Readscanbereorderedin a similarmanner.

This reorderingwill causemany textbookparallelal-
gorithmsto fail.

Memory Reordering and SMP Software
A few machinesoffer “sequentialconsistency”, in which
all operationshappenin theorderspeci�edby thecode,
andwhereall CPUs' views of theseoperationsis con-
sistentwith a global orderingof the combinedopera-
tions. Sequentiallyconsistentsystemshave somevery
niceproperties,but high performancehasnot tendedto
be oneof them. The needfor global orderingseverely
constrainsthe hardware's ability to exploit parallelism,
andthereforecommodityCPUsandsystemsdo not of-

fer sequentialconsistency.
On thesesystems,therearethreeorderingsthatmust

beaccountedfor:

1. Program order: the order that the memoryoper-
ationsarespeci�ed in thecoderunningon a given
CPU.

2. Execution order: the order that the individual
memory-referenceinstructionsare executedon a
given CPU. The executionorder can differ from
program order due to both compiler and CPU-
implementationoptimizations.

3. Perceived order: theorderthata givenCPU per-
ceivesits andotherCPUs'memoryoperations.The
perceivedordercandiffer from theexecutionorder
due to cachine,interconnect,andmemory-system
optimizations.

Popular memory-consistency models include x86's
“processconsistency”, in which writes from a given
CPU areseenin orderby all CPUs,andweakconsis-
tency, which permitsarbitraryreorderings,limited only
by explicit memory-barrierinstructions.

For more information on memory-consistency mod-
els,seeGharachorloo'sexhaustivetechnicalreport[2].

Summary of Memory Ordering
Whenit comesto how memoryorderingworks on dif-
ferentCPUs,thereis goodnewsandbadnews.

Thebadnews is thateachCPU's memoryorderingis
a bit different. The good news is that thereare a few
thingsyoucancounton:

� A givenCPUwill alwaysperceiveits own memory
operationsasoccurringin programorder. That is,
memoryorderingissuesariseonly whena CPU is
observingotherCPUs'memoryoperations.

� An operationwill bereorderedwith a storeonly if
theoperationaccessesadifferentlocationthandoes
thestore.

� Alignedsimpleloadsandstoresareatomic.
� Linux-kernel synchronizationprimitives contain

any neededmemorybarriers(which is a goodrea-
sonto usetheseprimitives!).

The most importantdifferencesarecalledout in Ta-
ble 1. More detaileddescriptionsof speci�c CPUs'
featuresarecalledout in following sections.The cells
markedwith a ”Y” indicateweakmemoryordering;the
more”Y”s, themorereorderingis possible.In general,it
is easierto port SMPcodefrom a CPUwith many ”Y”s
to a CPU with fewer ”Y”s, thoughyour mileagemay
vary. However, note that codethat usesstandardsyn-
chronizationprimitives (spinlocks,semaphores,RCU)
shouldnot needexplicit memorybarriers,sinceany re-
quired barriersare alreadypresentin theseprimitives.
Only “tricky” codethatbypassesthesesynchronization
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Table1: Summaryof MemoryOrdering
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Alpha Y Y Y Y Y Y Y Y
AMD64 Y Y
IA64 Y Y Y Y Y Y Y
(PA-RISC) Y Y Y Y
PA-RISC CPUs

POWER
TM

Y Y Y Y Y Y Y
(SPARC RMO) Y Y Y Y Y Y Y
(SPARC PSO) Y Y Y Y
SPARC TSO Y Y
x86 Y Y Y Y
(x86 OOStore) Y Y Y Y Y
zSeriesR

�

Y Y

primitives needsbarriers,seeFigure 6 for one exam-
ple of such code. It is important to note that most
atomic operations(for example,atomic inc() and
atomic add() ) donot includeany memorybarriers.

The�rst four columnsindicatewhethera givenCPU
allowsthefourpossiblecombinationsof loadsandstores
to bereordered.Thenext two columnsindicatewhether
agivenCPUallowsloadsandstoresto bereorderedwith
atomicinstructions.With only six CPUs,we have � ve
different combinationsof load-storereorderings,and
threeof thefour possibleatomic-instructionreorderings.

ParenthesizedCPUnamesindicatemodesthatarear-
chitecturallyallowed,but rarelyusedin practice.

The seventhcolumn,dependentreadsreordered,re-
quiressomeexplanation,which is undertakenin thefol-
lowing sectioncovering Alpha CPUs. The short ver-
sion is that Alpha requiresmemorybarriersfor read-
ers aswell as updatersof linked datastructures.Yes,
this doesmeanthat Alpha can in effect fetch the data
pointedto before it fetchesthepointeritself, strangebut
true.Pleasesee:http://www.openvms.compaq.
com/wizard/wiz_2637.html if you think that I

am just making this up. The bene�t of this extremely
weakmemorymodelis thatAlphacanusesimplercache
hardware, which in turn permitted higher clock fre-
quency in Alpha'sheyday.

The last column indicates whether a given CPU
hasa incoherentinstructioncacheand pipeline. Such
CPUsrequirespecialinstructionsbe executedfor self-
modifying code. In absenceof theseinstructions,the
CPUmightwell executetheold ratherthanthenew ver-
sion of the code. This might seemunimportant–after
all, whowritesself-modifyingcodethesedays?Thean-
swer is that every JIT out theredoes. Writers of JIT
codegeneratorsfor suchCPUsmust take specialcare
to �ush instructioncachesandpipelinesbeforeattempt-
ing to executeany newly generatedcode. TheseCPUs
alsorequirethattheexec()andpage-faultcode�ush the
instructioncachesandpipelinesbeforeattemptingto ex-
ecuteany binariesjust readinto memory, lest the CPU
endupexecutingtheprior contentsof theaffectedpages.

How Linux Copes

One of Linux's great advantagesis that it runs on a
wide variety of different CPUs. Unfortunately, as we
have seen,theseCPUssporta wide varietyof memory-
consistency models.Sowhatis aportableoperatingsys-
temto do?

Linux provides a carefully chosenset of memory-
barrierprimitives,whichareasfollows:

� smp mb() : “memory barrier” that orders both
loadsandstores.This meansthat loadsandstores
precedingthememorybarrierwill becommittedto
memorybeforeany loadsandstoresfollowing the
memorybarrier.

� smp rmb() : “read memory barrier” that orders
only loads.

� smp wmb() : “write memorybarrier” that orders
only stores.

� smp read barrier depends() that forces
subsequentoperationsthat dependon prior opera-
tionsto beordered.Thisprimitive is ano-oponall
platformsexceptAlpha.

� mmiowb() that forcesorderingon MMIO writes
thatareguardedby globalspinlocks.Thisprimitive
is a no-opon all platformson which the memory
barriersin spinlocksalreadyenforceMMIO order-
ing. The platformswith a non-no-opmmiowb()
de�nition include some(but not all) IA64, FRV,
MIPS,andSH systems.This primitive is relatively
new, sorelatively few driverstakeadvantageof it.

The smp mb() , smp rmb() , andsmp wmb() prim-
itives also force the compiler to eschew any op-
timizations that would have the effect of reorder-
ing memory optimizationsacrossthe barriers. The
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smp read barrier depends() primitive has a
similareffect,but only onAlphaCPUs.

These primitives generate code only in SMP
kernels, however, each also has a UP version
(smp mb() , tt smprmb(), smp wmb() , and
smp read barrier depends() , respectively)
thatgeneratea memorybarrierevenin UP kernels.The
smp versionsshouldbeusedin mostcases.However,
theselatter primitivesare usefulwhen writing drivers,
becauseMMIO accessesmust remainorderedeven in
UP kernels.In absenceof memory-barrierinstructions,
both CPUs and compilers would happily rearrange
theseaccesses,which at bestwould make thedeviceact
strangely, andcouldcrashyourkernelor, in somecases,
evendamageyourhardware.

Somostkernelprogrammersneednotworry aboutthe
memory-barrierpeculiaritiesof eachandeveryCPU,as
long asthey stick to theseinterfaces.If you arework-
ing deepin a givenCPU's architecture-speci�ccode,of
course,all betsareoff.

But it getsbetter. All of Linux's locking primitives
(spinlocks,reader-writer locks, semaphores,RCU, ...)
include any neededbarrier primitives. So if you are
working with codethatusestheseprimitives,you don't
even need to worry about Linux's memory-ordering
primitives.

That said,deepknowledgeof eachCPU's memory-
consistency modelcanbeveryhelpfulwhendebugging,
to saynothingof whenwriting architecture-speci�ccode
or synchronizationprimitives.

Besides,they saythata little knowledgeis averydan-
gerousthing. Justimaginethedamageyoucoulddowith
a lot of knowledge! For thosewho wish to understand
moreaboutindividualCPUs'memoryconsistency mod-
els,thenext sectionsdescribesthoseof themostpopular
andprominentCPUs.Althoughnothingcanreplaceac-
tually readinga givenCPU's documentation,thesesec-
tionsgiveagoodoverview.

Alpha
It may seemstrangeto say much of anything abouta
CPU whoseend of life has beenannounced,but Al-
phais interestingbecause,with theweakestmemoryor-
dering model, it reordersmemoryoperationsthe most
aggressively. It thereforehasde�ned the Linux-kernel
memory-orderingprimitives, which must work on all
CPUs,includingAlpha. UnderstandingAlpha is there-
foresurprisinglyimportantto theLinux kernelhacker.

The differencebetweenAlpha and the other CPUs
is illustrated by the code shown in Figure 4. This
smp wmb() on line 9 of this �gure guaranteesthat the
elementinitialization in lines6-8 is executedbeforethe
elementis addedto the list on line 10, so that the lock-
free searchwill work correctly. That is, it makes this

1 struct el *insert(long key, long data)
2 {
3 struct el *p;
4 p = kmalloc(sizeof(*p), GPF_ATOMIC);
5 spin_lock(&mutex);
6 p->next = head.next;
7 p->key = key;
8 p->data = data;
9 smp_wmb();

10 head.next = p;
11 spin_unlock(&mutex);
12 }
13
14 struct el *search(long key)
15 {
16 struct el *p;
17 p = head.next;
18 while (p != &head) {
19 /* BUG ON ALPHA!!! */
20 if (p->key == key) {
21 return (p);
22 }
23 p = p->next;
24 };
25 return (NULL);
26 }

Figure4: InsertandLock-FreeSearch

guaranteeonall CPUsexceptAlpha.
Alphahasextremelyweakmemoryorderingsuchthat

thecodeonline 20of Figure4 couldseetheold garbage
valuesthatwerepresentbeforetheinitializationon lines
6-8.

Figure 5 shows how this can happenon an aggres-
sively parallelmachinewith partitionedcaches,so that
alternatingcacheslines are processedby the different
partitions of the caches. Assumethat the list header
head will be processedby cachebank0, andthat the
new elementwill beprocessedby cachebank1. OnAl-
pha,thesmp wmb() will guaranteethatthecacheinval-
idatesperformedby lines6-8 of Figure4 will reachthe
interconnectbeforethat of line 10 does,but makesab-
solutelyno guaranteeabouttheorderin which thenew
valueswill reachthereadingCPU's core. For example,
it is possiblethatthereadingCPU'scachebank1 is very
busy, but cachebank0 is idle. This could result in the
cacheinvalidatesfor thenew elementbeingdelayed,so
thatthereadingCPUgetsthenew valuefor thepointer,
but seestheold cachedvaluesfor thenew element.See
theWebsitecalledout earlierfor moreinformation,or,
again,if you think thatI amjust makingall this up.

One could placean smp rmb() primitive between
thepointerfetchanddereference.However, thisimposes
unneededoverheadon systems(such as i386, IA64,
PPC,andSPARC) thatrespectdatadependencieson the
readside.A smp read barrier depends() prim-
itivehasbeenaddedto theLinux 2.6kernelto eliminate
overheadon thesesystems.This primitive maybeused
asshown on line 19of Figure6.

It is alsopossibleto implementasoftwarebarrierthat
could be usedin placeof smp wmb() , which would
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Figure5: Why smp readbarrier depends()is Required

1 struct el *insert(long key, long data)
2 {
3 struct el *p;
4 p = kmalloc(sizeof(*p), GPF_ATOMIC);
5 spin_lock(&mutex);
6 p->next = head.next;
7 p->key = key;
8 p->data = data;
9 smp_wmb();

10 head.next = p;
11 spin_unlock(&mutex);
12 }
13
14 struct el *search(long key)
15 {
16 struct el *p;
17 p = head.next;
18 while (p != &head) {
19 smp_read_barrier_depends();
20 if (p->key == key) {
21 return (p);
22 }
23 p = p->next;
24 };
25 return (NULL);
26 }

Figure6: SafeInsertandLock-FreeSearch

forceall readingCPUsto seethewriting CPU'swritesin
order. However, thisapproachwasdeemedby theLinux
communityto imposeexcessive overheadon extremely
weaklyorderedCPUssuchasAlpha. Thissoftwarebar-
rier couldbeimplementedby sendinginter-processorin-
terrupts(IPIs) to all otherCPUs. Upon receiptof such
anIPI, a CPUwould executea memory-barrierinstruc-
tion, implementinga memory-barriershootdown. Addi-
tional logic is requiredto avoid deadlocks.Of course,
CPUsthatrespectdatadependencieswould de�ne such
a barrierto simply be smp wmb() . Perhapsthis deci-
sionshouldberevisitedin thefutureasAlpha fadesoff
into thesunset.

The Linux memory-barrier primitives took
their names from the Alpha instructions, so
smp mb() is mb, smp rmb() is rmb, and

Figure7: Half MemoryBarrier

smp wmb() is wmb. Alpha is the only CPU where
smp read barrier depends() is an smp mb()
ratherthana no-op.

For more detail on Alpha, see the referenceman-
ual [11].

AMD64
Although AMD64 is compatiblewith x86, it offers a
strongerslightly memory-consistency model, in that it
will not reordera storeaheadof a load [1]. After all,
loadsareslow, andcannotbe buffered,so why reorder
a storeaheadof a load? Although it is possiblein the-
ory to createa parallelprogramthatwill work on some
x86 CPUsbut fail on AMD64 dueto this differencein
memory-consistency model, in practicethis difference
haslittle effectonportingcodefrom x86 to AMD64.

TheAMD64 implementationof theLinux smp mb()
primitive is mfence , smp rmb() is lfence , and
smp wmb() is sfence .

IA64
IA64 offersaweakconsistency model,sothatin absence
of explicit memory-barrierinstructions,IA64 is within
its rights to arbitrarily reordermemoryreferences[5].
IA64 has a memory-fenceinstruction namedmf, but
alsohas“half-memoryfence”modi�ers to loads,stores,
andtosomeof itsatomicinstructions[4]. Theacq mod-
i�er preventssubsequentmemory-referenceinstructions
from beingreorderedbeforetheacq , but permitsprior
memory-referenceinstructionsto bereorderedafter the
acq , asfancifully illustratedby Figure7. Similarly, the
rel modi�er preventsprior memory-referenceinstruc-
tionsfrom beingreorderedaftertherel , but allowssub-
sequentmemory-referenceinstructionsto be reordered
beforetherel .

Thesehalf-memoryfencesareusefulfor critical sec-
tions, sinceit is safeto pushoperationsinto a critical
section,but canbefatalto allow themto bleedout.

Draft: 2006/03/1310:47 Page:5



TheIA64 mf instructionis usedfor thesmp rmb() ,
smp mb() , and smp wmb() primitives in the Linux
kernel.Oh,anddespiterumorsto thecontrary, the“mf ”
mneumonicreallydoesstandfor “memoryfence”.

PA-RISC

AlthoughthePA-RISCarchitecturepermitsfull reorder-
ing of loads and stores, actual CPUs run fully or-
dered[9]. This meansthat theLinux kernel's memory-
orderingprimitivesgenerateno code,however, they do
usethe gcc memory attribute to disablecompiler op-
timizationsthatwould reordercodeacrossthememory
barrier.

POWER

ThePOWERandPowerPCR
�

CPUfamilieshaveawide
varietyof memory-barrierinstructions[3, 10]:

1. sync causesall precedingoperationsto appearto
havecompletedbeforeany subsequentoperations
arestarted. This instructionis thereforequite ex-
pensive.

2. lwsync (light-weight sync)ordersloadswith re-
spectto subsequentloadsandstores,andalsoor-
dersstores.However, it doesnot orderstoreswith
respectto subsequentloads. Interestinglyenough,
thelwsync instructionenforcesthesameordering
asdoeszSeries,andcoincidentally, SPARC TSO.

3. eieio (enforce in-order execution of I/O, in
caseyou were wondering) causesall preceding
cacheablestorestoappearto havecompletedbefore
all subsequentstores.However, storesto cacheable
memoryareorderedseparatelyfrom storesto non-
cacheablememory, which meansthat eieio will
not forceanMMIO storeto precedea spinlockre-
lease.

4. isync forcesall precedinginstructionsto appear
to have completedbeforeany subsequentinstruc-
tions startexecution. This meansthat the preced-
ing instructionsmust have progressedfar enough
thatany trapsthey might generatehave eitherhap-
penedor are guaranteednot to happen,and that
any side-effectsof theseinstructions(for example,
page-tablechanges)areseenby thesubsequentin-
structions.

Unfortunately, noneof theseinstructionsline up ex-
actly with Linux's wmb() primitive,which requiresall
storesto beordered,but doesnot requiretheotherhigh-
overheadactionsof the sync instruction. But thereis
no choice:ppc64versionsof wmb() andmb() arede-
�ned to be the heavyweight sync instruction. How-
ever, Linux's smp wmb() instructionis never usedfor
MMIO (sincea driver mustcarefully orderMMIOs in
UP aswell asSMPkernels,afterall), so it is de�ned to

be the lighter weight eieio instruction. This instruc-
tion may well be uniquein having a � ve-vowel mneu-
monic,which standsfor “enforcein-orderexecutionof
I/O”. Thesmp mb() instructionis alsode�nedto bethe
sync instruction,but bothsmp rmb() andrmb() are
de�ned to bethelighter-weightlwsync instruction.

Many membersof the POWER architecturehave in-
coherentinstructioncaches,so that a storeto memory
will notnecessarilybere�ectedin theinstructioncache.
Thankfully, few peoplewrite self-modifyingcodethese
days,but JITsandcompilersdo it all thetime. Further-
more,recompilingarecentlyrunprogramlooksjust like
self-modifying code from the CPU's viewpoint. The
icbi instruction (instruction cacheblock invalidate)
invalidatesa speci�ed cacheline from the instruction
cache,andmaybeusedin thesesituations.

SPARC RMO, PSO,and TSO

Solarison SPARC usesTSO (total-storeorder); how-
ever, the Linux kernel runsSPARC in RMO (relaxed-
memoryorder)mode[12]. TheSPARC architecturealso
offers an intermediatePSO(partial storeorder). Any
programthat runs in RMO will alsorun in eitherPSO
or TSO,andsimilarly, a programthat runsin PSOwill
alsorun in TSO.Moving a shared-memoryparallelpro-
gram in the other direction may requirecareful inser-
tion of memorybarriers,although,asnotedearlier, pro-
gramsthatmake standarduseof synchronizationprimi-
tivesneednotworry aboutmemorybarriers.

SPARC hasa very �e xible memory-barrierinstruc-
tion [12] thatpermits�ne-grainedcontrolof ordering:

StoreStore : order precedingstoresbeforesubse-
quent stores. (This option is usedby the Linux
smp wmb() primitive.)

LoadStore : orderprecedingloadsbeforesubsequent
stores.

StoreLoad : order precedingstoresbefore subse-
quentloads.

LoadLoad : order preceding loads before subse-
quent loads. (This option is usedby the Linux
smp rmb() primitive.)

Sync : fully completeall precedingoperationsbefore
startingany subsequentoperations.

MemIssue : completeprecedingmemoryoperations
before subsequentmemory operations,important
for someinstancesof memory-mappedI/O.

Lookaside : sameasMemIssue,but only appliesto
precedingstoresand subsequentloads, and even
thenonly for storesandloadsthataccessthesame
memorylocation.

The Linux smp mb() primitive uses the
�rst four options together, as in membar
#LoadLoad | #LoadStore | #StoreStore
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| #StoreLoad , thus fully orderingmemoryopera-
tions.

So,why is membar #MemIssue needed?Because
a membar #StoreLoad could permit a subsequent
load to get its value from a write buffer, which would
bedisastrousif thewrite wasto anMMIO registerthat
inducedside effects on the value to be read. In con-
trast,membar #MemIssue would wait until thewrite
buffers were �ushed beforepermittingthe loadsto ex-
ecute, therebyensuringthat the load actually gets its
value from the MMIO register. Drivers could instead
usemembar #Sync , but the lighter-weight membar
#MemIssue is preferredin caseswheretheadditional
function of the more-expensive membar #Sync are
not required.

Themembar #Lookaside is a lighter-weightver-
sion of membar #MemIssue , which is useful when
writing to a givenMMIO registeraffectsthevaluethat
will next be read from that register. However, the
heavier-weight membar #MemIssue must be used
whenawrite to a givenMMIO registeraffectsthevalue
thatwill next bereadfrom someotherMMIO register.

It is not clear why SPARC doesnot de�ne wmb()
to be membar #MemIssue and smb wmb() to be
membar #StoreStore , as the current de�nitions
seemvulnerableto bugsin somedrivers.It is quitepos-
siblethatall theSPARC CPUsthatLinux runsonimple-
menta moreconservativememory-orderingmodelthan
thearchitecturewouldpermit.

SPARC requiresa flush instruction be used be-
tween the time that an instruction is storedand exe-
cuted[12]. This is neededto �ush any prior valuefor
that locationfrom theSPARC's instructioncache.Note
that flush takes an address,and will �ush only that
addressfrom the instructioncache. On SMP systems,
all CPUs' cachesare�ushed, but thereis no convenient
way to determinewhenthe off-CPU �ushes complete,
thoughthereis a referenceto animplementationnote.

x86
Sincethex86 CPUsprovide “processordering”so that
all CPUsagreeon theorderof a givenCPU's writes to
memory, the smp wmb() primitive is a no-op for the
CPU [7]. However, a compilerdirective is requiredto
preventthecompilerfrom performingoptimizationsthat
wouldresultin reorderingacrossthesmp wmb() prim-
itive.

Ontheotherhand,x86CPUsgivenoorderingguaran-
teesfor loads,sothesmp mb() andsmp rmb() prim-
itivesexpandto lock;addl . This atomic instruction
acts as a barrier to both loads and stores. Note that
someSSEinstructionsare weakly ordered(clflush
and non-temporalmove instructions[6]). CPUs that
haveSSEcanusemfence for smp mb() , lfence for

smp rmb() , andsfence for smp wmb() .
A few versionsof the x86 CPU have a mode bit

that enablesout-of-orderstores,and for theseCPUs,
smp wmb() mustalsobede�ned to belock;addl .

Althoughmany olderx86implementationsaccommo-
datedself-modifyingcodewithout theneedfor any spe-
cial instructions,newer revisionsof thex86architecture
no longerrequiresx86 CPUsto be so accommodating.
Interestinglyenough,this relaxationcomesjust in time
to inconvenienceJIT implementors.

zSeries
The zSeriesmachinesmake up the IBM

TM
mainframe

family, previously known asthe360,370,and390 [8].
Parallelism camelate to zSeries,but given that these
mainframes�rst shippedin the mid 1960s,this is not
sayingmuch. The bcr 15,0 instructionis usedfor
the Linux smp mb() , smp rmb() , and smp wmb()
primitives. It also hascomparatively strongmemory-
orderingsemantics,asshown in Table1, which should
allow the smp wmb() primitive to be a nop (and by
the time you readthis, this changemay well have hap-
pened).

As with mostCPUs,thezSeriesarchitecturedoesnot
guaranteea cache-coherentinstruction stream,hence,
self-modifyingcodemustexecutea serializinginstruc-
tion betweenupdating the instructionsand executing
them. That said, many actualzSeriesmachinesdo in
factaccommodateself-modifyingcodewithout serializ-
ing instructions.The zSeriesinstructionsetprovidesa
largesetof serializinginstructions,includingcompare-
and-swap, sometypes of branches(for example, the
aforementionedbcr 15,0 instruction),and test-and-
set,amongothers.

Conclusions
As notedearlier, thegoodnewsis thatLinux'smemory-
orderingprimitivesandsynchronizationprimitivesmake
it unnecessaryfor mostLinux kernelhackersto worry
aboutmemorybarriers. This is especiallygood news
giventhelargenumberof CPUsandsystemsthatLinux
supports,and the resulting wide variety of memory-
consistency models. However, there are times when
knowing aboutmemorybarrierscan be helpful, and I
hopethat this article hasserved asa goodintroduction
to them.

Acknowledgements
I owe thanksto many CPU architectsfor patientlyex-
plaining the instruction- and memory-reorderingfea-
tures of their CPUs, particularly Wayne Cardoza,Ed
Silha, Anton Blanchard,Tim Slegel, Juergen Probst,
IngoAdlung,andRavi Arimilli. Waynedeservesspecial
thanksfor his patiencein explainingAlpha's reordering

Draft: 2006/03/1310:47 Page:7



of dependentloads,a lessonthatI resistedquitestrenu-
ously!

Legal Statement
This work representstheview of theauthoranddoesnot nec-
essarilyrepresenttheview of IBM.
IBM, zSeries,and Power PC are trademarksor registered
trademarksof InternationalBusinessMachinesCorporationin
theUnitedStates,othercountries,or both.
Linux is a registeredtrademarkof LinusTorvalds.
i386 is a trademarksof Intel Corporationor its subsidiariesin
theUnitedStates,othercountries,or both.
Other company, product, and servicenamesmay be trade-
marksor servicemarksof suchcompanies.
Copyright c

�

2005by IBM Corporation.

References
[1] ADVANCED M ICRO DEVICES. AMD x86-64

Architecture Programmer's Manual Volumes1-5,
2002.

[2] GHRACHORLOO, K. Memoryconsistency models
for shared-memorymultiprocessors. Tech. Rep.
CSL-TR-95-685, Computer Systems Labora-
tory, Departmentsof Electrical Engineeringand
Computer Science, Stanford University, Stan-
ford, CA, December1995. Available: http:
//www.hpl.hp.com/techreports/
Compaq- DEC/WRL-95- 9.pdf [Viewed:
October11,2004].

[3] IBM M ICROELECTRONICS AND MOTOROLA.
PowerPCMicroprocessorFamily: The Program-
mingEnvironments, 1994.

[4] INTEL CORPORATION. Intel ItaniumArchitecture
Software Developer's Manual Volume3: Instruc-
tion SetReference, 2002.

[5] INTEL CORPORATION. Intel ItaniumArchitecture
Software Developer's Manual Volume3: System
Architecture, 2002.

[6] INTEL CORPORATION. IA-32 Intel Architecture
Software Developer's Manual Volume 2B: In-
struction Set Reference, N-Z, 2004. Available:
ftp://download.intel.com/design/
Pentium4/manuals/25366714.pdf
[Viewed:February16,2005].

[7] INTEL CORPORATION. IA-32 Intel Architec-
ture Software Developer's Manual Volume 3:
SystemProgramming Guide, 2004. Available:
ftp://download.intel.com/design/
Pentium4/manuals/25366814.pdf
[Viewed:February16,2005].

[8] INTERNATIONAL BUSINESS MACHINES CORPO-
RATION. z/Architectureprinciples of operation.

Available: http://publibz.boulder.
ibm.com/epubs/pdf/dz9zr003.pdf
[Viewed:February16,2005],May 2004.

[9] KANE, G. PA-RISC2.0 Architecture. Hewlett-
PackardProfessionalBooks,1996.

[10] LYONS, M., SILHA , E., AND HAY, B. Pow-
erPC storage model and AIX programming.
Available: http://www- 106.ibm.com/
developerworks/eserver/articles/
powerpc.html [Viewed: January31, 2005],
August2002.

[11] SITES, R. L., AND WITEK , R. T. AlphaAXPAr-
chitecture, seconded. Digital Press,1995.

[12] SPARC INTERNATIONAL. TheSPARCArchitec-
tureManual, 1994.

Draft: 2006/03/1310:47 Page:8


