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Linux® hassupporteda large numberof SMP sys-
temsbasedon a variety of CPUssincethe 2.0 kernel.
Linux hasdoneanexcellentjob of abstractingway dif-
ferencesamongtheseCPUs,evenin kernelcode. One
important differenceis how CPUsallow memory ac-
cesseso bereorderedn SMP systems.

SMMP Hardware

Memoryaccesseareamongthe slovestof a CPU's op-
erations,dueto the factthat Moore's law hasincreased
CPUinstructionperformancetamuchgreateratethan
it hasincreasednemoryperformance.This difference
in performanceéncreaseneanghatmemoryoperations
have beengetting increasinglyexpensve comparedto
simple registerto-register instructions. Modern CPUs
sportincreasinglylarge cachesin order to reducethe
overheadf theseexpensve memoryaccesses.

Thesecachescan be thoughtof as simple hardware
hashtablewith x ed size bucketsand no chaining, as
shawvn in Figure1. This cachehassixteen“lines” and
two “ways” for a total of 32 “entries”, eachentry con-
taining a single 256-byte“cacheline”, which is a 256-
byte-alignedblock of memory This cacheline sizeis
a little on the large size, but makes the hexadecimal
arithmeticmuchsimpler In hardware parlance this is
a two-way set-associate cache,andis analogoudo a
software hashtable with sixteenbuckets, where each
bucket's hashchainis limited to at mosttwo elements.
Sincethis cacheis implementedn hardware,the hash
functionis extremelysimple: extract four bits from the
memoryaddress.

In Figure 1, eachbox corresponddo a cacheentry;
which can containa 256-bytecacheline. However, a
cacheentry can be empty as indicatedby the empty
boxesin the gure. The restof the boxesare agged
with thememoryaddres®f thecachdine thatthey con-
tain. Sincethe cachdinesmustbe 256-bytealigned,the
low eightbits of eachaddressrezero,andthechoiceof
hardware hashfunction meanghatthe next-higherfour
bits matchthe hashline number

The situationdepictedin the gure might ariseif the
programs code were located at address0x43210E00
through 0x43210EFFand this programaccessediata
sequentiallyfrom 0x12345000through 0x12345EFF
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Way 0 Way 1

0x0 | 0x12345000

0x1| 0x12345100

0x2 | 0x12345200

0x3| 0x12345300

0x4 | 0x12345400

0x5| 0x12345500

0x6 | 0x12345600

0x7| 0x12345700

0x8 | 0x12345800

0x9| 0x12345900

OxA| 0x12345A00

0xB| 0x12345B00

0xC| 0x12345C00

0xD| 0x12345D00

OXE| 0x12345E00 0x43210E00
OxF

Figurel: CPUCacheStructure

Supposehat the programwere now to accesdocation
0x12345F00This locationhashego line OxF, andboth
ways of this line are empty so the corresponding@56-
byte line can be accommodated.If the programwere
to accesdocation0x1233000which hashego line 0x0,
thecorrespondin@56-bytecachdine canbeaccommo-
datedin way 1. However, if the programwereto access
location 0x1233E00which hashego line OXE, one of
theexistinglinesmustbeejectedrom thecachao make
roomfor thenew cachdine.

This backgroundon hardware cachingallows us to
look atwhy CPUsreordermemoryaccesses.

Why Reorder Memory Accesses?

In aword, performance CPUshave becomesofastthat
the large multi-megabytecachescannotkeep up with
them.Therefore cachesreoftenpartitionedinto nearly
independentbanks”, as shawvn in Figure 2, allowing
eachof the banksto runin parallel,thusbetterkeeping
up with the CPU. Memory is normally divided among
the cachebanksby addressfor example,all the even-
numberectachdinesmightbe processethy bank0 and
all of the odd-numberedachdinesby bank1.
However, this hardware parallelismhasa dark side:
memory operationscan now complete out of order,
which canresultin someconfusion,as shovn in Fig-
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Figure3: CPUsCanDo ThingsOutof Order

ure 3. CPU O mightwrite rst to location0x12345000
(an even-numberedcacheline) and then to location
0x12345100(an odd-numberectacheline). If bankO
is busy with earlierrequestdut bankl is idle, the rst
write will bevisibleto CPU 1 after the secondarite, in
otherwords,thewriteswill be percevedoutof orderby
CPU 1. Readsanbereorderedn a similarmanner

This reorderingwill causemary textbook parallelal-
gorithmsto fail.

Memory Reordering and SMP Software

A few machineoffer “sequentiatonsisteng”’, in which
all operationshapperin theorderspeci ed by the code,
andwhereall CPUs'views of theseoperationss con-
sistentwith a global ordering of the combinedopera-
tions. Sequentiallyconsistentsystemshave somevery
nice propertiesput high performancehasnot tendedto

be oneof them. The needfor global orderingseverely
constrainghe hardware's ability to exploit parallelism,
andthereforecommodityCPUsand systemsdo not of-
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fer sequentiatonsisteny.
On thesesystemstherearethreeorderingsthat must
beaccountedor:

1. Program order: the orderthatthe memoryoper
ationsarespeci ed in the coderunningon a given
CPU.

2. Execution order: the order that the individual
memory-referencénstructionsare executedon a
given CPU. The execution order can differ from
program order due to both compiler and CPU-
implementatioroptimizations.

3. Perceived order: the orderthata given CPU per
ceivesits andotherCPUs'memoryoperationsThe
percevedordercandiffer from theexecutionorder
dueto cachine,interconnectand memory-system
optimizations.

Popular memory-consisteryc models include x86's
“processconsisteng”, in which writes from a given
CPU are seenin orderby all CPUs,and weak consis-
tengy, which permitsarbitraryreorderings|imited only
by explicit memory-barrieinstructions.

For more information on memory-consistencmod-
els,seeGharachorloa exhaustve technicalreport[2].

Summary of Memory Ordering

Whenit comesto how memoryorderingworks on dif-
ferentCPUs thereis goodnews andbadnews.

Thebadnewsis thateachCPU's memoryorderingis
a bit different. The good news is that thereare a few
thingsyou cancounton:

A givenCPUwill alwaysperceveits own memory
operationsasoccurringin programorder Thatis,
memoryorderingissuesariseonly whena CPU is
observingotherCPUs'memoryoperations.

An operationwill bereorderedvith a storeonly if
theoperatioraccesseadifferentlocationthandoes
thestore.

Aligned simpleloadsandstoresareatomic.
Linux-kernel synchronizationprimitives contain
ary needednemorybarriers(which is a goodrea-
sonto usetheseprimitives!).

The mostimportantdifferencesare calledout in Ta-
ble 1. More detaileddescriptionsof specic CPUs'
featuresare calledout in following sections. The cells
markedwith a”Y” indicateweakmemoryordering;the
more”Y"s, themorereorderings possible.In generaljt
is easierto port SMP codefrom a CPUwith mary "Y”s
to a CPU with fewer "Y"s, thoughyour mileagemay
vary. However, note that codethat usesstandardsyn-
chronizationprimitives (spinlocks,semaphoresRCU)
shouldnot needexplicit memorybarriers,sinceary re-
quired barriersare alreadypresentin theseprimitives.
Only “tricky” codethat bypasseshesesynchronization

Page: 2



Tablel: Summaryof Memory Ordering

<|| Atomic InstructionsReorderedVith Loads?
=<|| Atomic InstructionsReorderedVith Stores?

<|| IncoherentnstructionCache/Pipeline?

=<|| LoadsReorderedhfter Stores?

<|| StoresReorderedifter Stores?
<|| DependentoadsReordered?

Alpha
AMDG64

1A64
(PA-RISC)
PA-RISC CPUs
PONER
(SPRC RMO)
(SFARC PSO)
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x86 Y|Y
(x8600Store) | Y | Y | Y
zSeriest
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primitives needsbarriers,seeFigure 6 for one exam-
ple of suchcode. It is importantto note that most
atomic operations(for example,atomic _nc() and
atomic _add() ) donotincludearny memorybarriers.
The rst four columnsindicatewhethera given CPU
allowsthefour possiblecombination®f loadsandstores
to bereorderedThe next two columnsindicatewhether
agivenCPUallowsloadsandstorego bereorderedvith
atomicinstructions. With only six CPUs,we have ve
different combinationsof load-storereorderings,and

threeof thefour possibleatomic-instructiomeorderings.

Parenthesize€PUnamesndicatemodesthatarear-
chitecturallyallowed, but rarelyusedin practice.

The seventh column, dependenteadsreorderedye-
guiressomeexplanationwhichis undertalenin thefol-
lowing sectioncovering Alpha CPUs. The shortver
sion is that Alpha requiresmemory barriersfor read-
ersaswell asupdatersof linked datastructures. Yes,
this doesmeanthat Alpha canin effect fetch the data
pointedto before it fetchesthe pointeritself, strangebut
true. Pleasesee:http://www.openvms.compag.
com/wizard/wiz_2637.html if you think that |
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am just makingthis up. The bene t of this extremely
weakmemorymodelis thatAlphacanusesimplercache
hardware, which in turn permitted higher clock fre-
gueng in Alpha's heyday.

The last column indicates whether a given CPU
hasa incoherentinstruction cacheand pipeline. Such
CPUsrequirespecialinstructionsbe executedfor self-
modifying code. In absenceof theseinstructions,the
CPUmightwell executetheold ratherthanthenew ver-
sion of the code. This might seemunimportant—after
all, whowritesself-modifyingcodethesedays?Thean-
swer is that every JIT out theredoes. Writers of JIT
codegeneratordor suchCPUsmusttake specialcare
to ush instructioncachesandpipelinesbeforeattempt-
ing to executeary newly generatedode. TheseCPUs
alsorequirethatthe exec()andpage-aultcode ush the
instructioncachesandpipelinesbeforeattemptingo ex-
ecuteary binariesjust readinto memory lestthe CPU
endup executingtheprior contentof theaffectedpages.

How Linux Copes

One of Linux's greatadwantagesis that it runson a
wide variety of different CPUs. Unfortunately aswe
have seentheseCPUssporta wide variety of memory-
consisteng models.Sowhatis aportableoperatingsys-
temto do?

Linux provides a carefully chosenset of memory-
barrierprimitives,which areasfollows:

smp_mb() : “memory barrier” that orders both
loadsandstores. This meanghatloadsandstores
precedinghe memorybarrierwill becommittedto
memorybeforeary loadsandstoresfollowing the
memorybarrier

smp_rmb() : “read memory barrier” that orders
only loads.

smp.wmb() : “write memorybarrier” that orders
only stores.

smp.read _barrier _depends() that forces
subsequenvperationshat dependon prior opera-
tionsto beordered.This primitive is ano-opon all
platformsexceptAlpha.

mmiowb() thatforcesorderingon MMIO writes
thatareguardedy globalspinlocks.This primitive
is a no-op on all platformson which the memory
barriersin spinlocksalreadyenforceMMIO order
ing. The platformswith a non-no-opmmiowb()
de nition include some (but not all) 1A64, FRV,
MIPS, andSH systemsThis primitiveis relatively
new, sorelatively few driverstake advantageof it.

The smp_mb() , smp_rmb() , andsmp_wmb() prim-
itives also force the compiler to esch& ary op-
timizations that would have the effect of reorder
ing memory optimizations acrossthe barriers. The
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smp_read _barrier _depends() primitive has a
similar effect, but only on Alpha CPUs.

These primitives generate code only in SMP
kernels, however, each also has a UP version
(smp_mb() , tt smprmb(), smpwmb(), and
smp_read _barrier _depends() |, respectiely)
thatgeneratea memorybarrierevenin UP kernels.The
smp_ versionsshouldbe usedin mostcases.However,
theselatter primitives are usefulwhenwriting drivers,
becauseMMIO accessesnustremainorderedevenin
UP kernels.In absencef memory-barrieinstructions,
both CPUs and compilers would happily rearrange
theseaccessesyhich at bestwould make the device act
strangelyandcouldcrashyour kernelor, in somecases,
evendamageyour hardware.

Somostkernelprogrammersieednotworry aboutthe
memory-barriepeculiaritiesof eachandevery CPU, as
long asthey stick to theseinterfaces. If you are work-
ing deepin a givenCPU's architecture-speci code,of
courseall betsareoff.

But it getsbetter All of Linux's locking primitives
(spinlocks, readefwriter locks, semaphoresRCU, ...)
include any neededbarrier primitives. So if you are
working with codethatusestheseprimitives,you don't
even needto worry about Linux's memory-ordering
primitives.

That said, deepknowledgeof eachCPU's memory-
consisteng modelcanbevery helpfulwhendehugging,
to saynothingof whenwriting architecture-speci code
or synchronizatiormprimitives.

Besidesthey saythatalittle knowledgeis averydan-
geroughing. Justimaginethedamageyoucoulddowith
a lot of knowledge! For thosewho wish to understand
moreaboutindividual CPUs'memoryconsisteng mod-
els,thenext sectionslescribeshoseof themostpopular
andprominentCPUs. Althoughnothingcanreplaceac-
tually readinga given CPU's documentationthesesec-
tionsgive agoodoverview.

Alpha

It may seemstrangeto say much of anything abouta
CPU whoseend of life hasbeenannouncedbut Al-
phais interestingoecausewith the wealestmemoryor-
dering model, it reordersmemoryoperationsthe most
aggressiely. It thereforehasde ned the Linux-kernel
memory-orderingprimitives, which must work on all
CPUs,including Alpha. Understandingdlpha is there-
fore surprisinglyimportantto the Linux kernelhacler.
The differencebetweenAlpha and the other CPUs
is illustrated by the code shovn in Figure 4. This
smp_wmb() online 9 of this gure guaranteeshatthe
elementinitialization in lines 6-8 is executedbeforethe
elements addedto thelist online 10, sothatthe lock-
free searchwill work correctly Thatis, it makesthis
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struct

{

el *insert(long key, long data)
struct el *p;

p = kmalloc(sizeof(*p),
spin_lock(&mutex);
p->next = head.next;
p->key = key;
p->data = data;
smp_wmb();
head.next = p;
spin_unlock(&mutex);

GPF_ATOMIC);

}

struct

{

el *search(long key)

struct el *p;

p = head.next;

while (p != &head) {
/* BUG ON ALPHAIll %/
if (p->key == key) {

21 return  (p);

22 }

23 p = p->next;

25 return  (NULL);

Figure4: InsertandLock-FreeSearch

guarante®n all CPUsexceptAlpha.

Alphahasextremelyweakmemoryorderingsuchthat
thecodeonline 20 of Figure4 couldseetheold garbage
valuesthatwerepresenbeforetheinitializationonlines
6-8.

Figure 5 shavs how this can happenon an aggres-
sively parallelmachinewith partitionedcachesso that
alternatingcachedlines are processedy the different
partitions of the caches. Assumethat the list header
head will be processedy cachebankO, andthatthe
new elementwill be processethy cachebankl. OnAl-
pha,thesmp_.wmb() will guarante¢hatthecachenval-
idatesperformedby lines 6-8 of Figure4 will reachthe
interconnectbeforethat of line 10 does,but makesab-
solutelyno guaranteeaboutthe orderin which the new
valueswill reachthereadingCPU's core. For example,
it is possiblehatthereadingCPU's cachebank1 is very
busy, but cachebankO is idle. This could resultin the
cacheinvalidatesfor the new elementbeingdelayedso
thatthereadingCPU getsthe new valuefor the pointer,
but seeghe old cachedvaluesfor the new element.See
the Web site calledout earlierfor moreinformation,or,
again,if youthink thatl amjustmakingall this up.

One could placean smp_rmb() primitive between
thepointerfetchanddereferencetHowever, thisimposes
unneededoverheadon systems(such as i386, 1A64,
PPC,andSRARC) thatrespectlatadependenciesnthe
readside.A smp_read _barrier _depends() prim-
itive hasbeenaddedo theLinux 2.6 kernelto eliminate
overheadn thesesystems.This primitive may be used
asshowvn online 19 of Figure®.

It is alsopossibleto implementa softwarebarrierthat
could be usedin place of smp_.wmb() , which would
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Figure5: Why smpreadbarrier depends(js Required

1 struct el *insert(long key, long data)
2 {
3 struct el *p;
4 p = kmalloc(sizeof(*p), GPF_ATOMIC);
5 spin_lock(&mutex);
6 p->next = head.next;
7 p->key = key;
p->data = data;
9 smp_wmb();
10 head.next = p;
11 spin_unlock(&mutex);
12}
13
14 struct el *search(long key)
15 {
16 struct el *p;
17 p = head.next;
18 while (p != &head) {
19 smp_read_barrier_depends();
20 if (p->key == key) {
21 return  (p);
22 }
23 p = p->next;
24 X
25 return  (NULL);
26 }

Figure6: SafelnsertandLock-FreeSearch

forceall readingCPUsto seethewriting CPU'swritesin

order However, this approactwasdeemedy theLinux

communityto imposeexcessve overheadon extremely
weaklyorderedCPUssuchasAlpha. This softwarebar

rier couldbeimplementedy sendingnter-processoin-

terrupts(IPIs) to all otherCPUs. Uponreceiptof such
an|Pl, a CPUwould executea memory-barrieinstruc-
tion, implementinga memory-barrieshootdevn. Addi-

tional logic is requiredto avoid deadlocks.Of course,
CPUsthatrespecdatadependenciewould de ne such
a barrierto simply be smp.wmb() . Perhapshis deci-
sionshouldbe revisitedin the future as Alpha fadesoff

into thesunset.

The Linux memory-barrier primitives took
their names from the Alpha instructions, so
smp.mb() is mlp smp.rmb() is rmb, and
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Figure7: Half MemoryBarrier

smp.wmb() is wmb Alpha is the only CPU where
smp_read _barrier _depends() is an smp_mb()
ratherthanano-op.

For more detail on Alpha, seethe referenceman-
ual[11].

AMDG64

Although AMDG64 is compatiblewith x86, it offers a
strongerslightly memory-consistencmodel, in that it
will not reordera storeaheadof a load [1]. After all,
loadsareslow, and cannotbe buffered,so why reorder
a storeaheadof aload? Althoughit is possiblein the-
ory to createa parallelprogramthatwill work on some
x86 CPUsbut fail on AMD64 dueto this differencein
memory-consisterycmodel, in practicethis difference
haslittle effecton portingcodefrom x86to AMDG64.

The AMDG64 implementatiorof theLinux smp_mb()
primitive is mfence , smp_rmb() is Ifence , and
smp.wmb() is sfence .

IAG4

IA64 offersaweakconsisteng model,sothatin absence
of explicit memory-barrielinstructions,|A64 is within
its rights to arbitrarily reordermemoryreferenceg5].
IA64 hasa memory-fenceinstruction namedmf, but
alsohas"half-memoryfence”modi ers to loads,stores,
andto someof its atomicinstructiong4]. Theacq mod-
i er preventssubsequennemory-referencastructions
from beingreorderecbeforethe acq, but permitsprior
memory-referencenstructionsto be reorderedafter the
acq, asfancifully illustratedby Figure7. Similarly, the
rel modi er preventsprior memory-referencenstruc-
tionsfrom beingreorderedftertherel , butallowssub-
sequentmemory-referencénstructionsto be reordered
beforetherel .

Thesehalf-memoryfencesare usefulfor critical sec-
tions, sinceit is safeto pushoperationsinto a critical
section but canbefatalto allow themto bleedout.
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ThelA64 mf instructionis usedfor thesmp_rmb() ,
smp_mb() , and smp_.wmb() primitivesin the Linux
kernel.Oh, anddespiterumorsto the contrary the“mf”
mneumoniaeally doesstandfor “memoryfence”.

PA-RISC

Althoughthe PA-RISC architecturgermitsfull reorder
ing of loads and stores, actual CPUs run fully or-
dered[9]. This meanghatthe Linux kernel's memory-
orderingprimitivesgenerateno code,however, they do
usethe gcc memory attribute to disablecompiler op-
timizationsthat would reordercodeacrosshe memory
barrier

POWER

ThePOWNER andPowverPCR CPUfamilieshave awide
variety of memory-barrieinstructiong3, 10J:

1. sync causesll precedingoperationgo appearto
have completedbeforeary subsequenbperations
are started. This instructionis thereforequite ex-
pensve.

2. lwsync (light-weight sync)ordersloadswith re-
spectto subsequentbadsand stores,and also or-
dersstores.However, it doesnot orderstoreswith
respecto subsequenibads. Interestinglyenough,
thelwsync instructionenforceghesameordering
asdoeszSeriesandcoincidentally SFARC TSO.

3. eieio  (enforce in-order execution of 1/O, in
caseyou were wondering) causesall preceding
cacheablstorego appeato havecompletedefore
all subsequerdtores However, storesto cacheable
memoryareorderedseparatelfrom storesto non-
cacheablanemory which meanshateieio  will
notforcean MMIO storeto precedea spinlockre-
lease.

4. isync forcesall precedingnstructionsto appear
to have completedbeforeany subsequeninstruc-
tions startexecution. This meansthat the preced-
ing instructionsmust have progressedar enough
thatary trapsthey might generaténave eitherhap-
penedor are guaranteechot to happen,and that
ary side-efectsof theseinstructions(for example,
page-tablehangespareseenby the subsequenn-
structions.

Unfortunately noneof theseinstructionsline up ex-
actly with Linux'swmb() primitive, which requiresall
storesto be ordered put doesnotrequirethe otherhigh-
overheadactionsof the sync instruction. But thereis
no choice:ppc64versionsof wmb() andmb() arede-
ned to be the hearyweight sync instruction. How-
ever, Linux's smp.wmb() instructionis never usedfor
MMIO (sincea driver mustcarefully order MMIOs in
UP aswell asSMP kernels,afterall), soit is de nedto
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be the lighter weight eieio  instruction. This instruc-
tion may well be uniquein having a ve-vowel mneu-
monic, which standsfor “enforcein-orderexecutionof
I/0”. Thesmp_mb() instructionis alsode nedto bethe
sync instruction,but bothsmp_rmb() andrmb() are
de nedto bethelighterweightlwsync instruction.
Many membersf the PONVER architecturehave in-

coherentinstructioncachesso that a storeto memory
will notnecessarilypere ectedin theinstructioncache.
Thankfully, few peoplewrite self-modifyingcodethese
days,but JITsandcompilersdoit all thetime. Further
more,recompilingarecentlyrun programlooksjustlike
self-modifying code from the CPU's viewpoint. The
icbi instruction (instruction cacheblock invalidate)
invalidatesa speci ed cacheline from the instruction
cacheandmaybeusedin thesesituations.

SPARC RMO, PSO,and TSO

Solarison SFARC usesTSO (total-storeorder); how-
ever, the Linux kernelruns SFARC in RMO (relaxed-
memoryorder)mode[12]. TheSFARC architecturelso
offers an intermediatePSO (partial store order). Any
programthatrunsin RMO will alsorun in eitherPSO
or TSO, andsimilarly, a programthat runsin PSOwill
alsorunin TSO.Moving a shared-memorparallelpro-
gramin the other direction may require careful inser
tion of memorybarriers,although,asnotedearlier, pro-
gramsthatmake standardiseof synchronizatiormprimi-
tivesneednotworry aboutmemorybarriers.

SFARC hasa very e xible memory-barrierinstruc-
tion [12] thatpermits ne-grainedcontrol of ordering:

StoreStore : order precedingstoresbefore subse-
guentstores. (This option is usedby the Linux
smp_wmb() primitive.)

LoadStore : orderprecedindoadsbeforesubsequent

stores.

StoreLoad order precedingstoresbefore subse-
guentloads.

LoadLoad : order precedingloads before subse-

guentloads. (This option is usedby the Linux
smp_rmb() primitive.)

Sync: fully completeall precedingoperationsbefore
startingary subsequentperations.

Memlissue : completeprecedingmemoryoperations
before subsequentmemory operations,important
for someinstance®f memory-mappedO.

Lookaside : sameasMemlssueput only appliesto
precedingstoresand subsequentoads, and even
thenonly for storesandloadsthataccesghe same
memorylocation.

The Linux smp.mb() primitive uses the
rst four options togethey as in membar
#lLoadLoad | #LoadStore | #StoreStore
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| #StoreLoad
tions.

So,why is membar #Memlssue neededBecause
a membar #StoreLoad could permit a subsequent
load to getits value from a write buffer, which would
be disastrousf the write wasto an MMIO registerthat
inducedside effects on the value to be read. In con-
trast,membar #Memlssue would wait until thewrite
buffers were ushed beforepermittingthe loadsto ex-
ecute, therebyensuringthat the load actually getsits
value from the MMIO register Drivers could instead
usemembar #Sync, but the lighterweight membar
#Memlssue is preferredin casesvherethe additional
function of the more-pensve membar #Sync are
notrequired.

Themembar #Lookaside is alighterweightver
sion of membar #Memissue , which is usefulwhen
writing to a givenMMIO registeraffectsthe valuethat
will next be read from that register However, the
heavier-weight membar #Memlssue must be used
whenawrite to agivenMMIO registeraffectsthevalue
thatwill next bereadfrom someotherMMIO registet

It is not clearwhy SFARC doesnot de ne wmb()
to be membar #Memlssue and smb.wmb() to be
membar #StoreStore , as the current de nitions
seemvulnerableto bugsin somedrivers. It is quite pos-
siblethatall the SFARC CPUsthatLinux runsonimple-
menta moreconsenative memory-orderingnodelthan
thearchitecturevould permit.

SFARC requiresa flush instruction be used be-
tween the time that an instructionis storedand exe-
cuted[12]. Thisis neededo ush ary prior value for
thatlocationfrom the SFARC's instructioncache.Note
that flush  takesan addressandwill ush only that
addresdrom the instructioncache. On SMP systems,
all CPUs'cachesare ushed, but thereis no corvenient
way to determinewhenthe off-CPU ushes complete,
thoughthereis areferenceo animplementatiomote.

X86

Sincethe x86 CPUsprovide “processordering” sothat
all CPUsagreeon the orderof a given CPU's writesto
memory the smp.wmb() primitive is a no-opfor the
CPU[7]. However, a compilerdirective is requiredto
preventthecompilerfrom performingoptimizationghat
wouldresultin reorderingacrosghesmp_wmb() prim-
itive.
Ontheotherhand x86 CPUsgive noorderingguaran-
teesfor loads,sothesmp_mb() andsmp_rmb() prim-
itivesexpandto lock;addl . This atomicinstruction
actsas a barrier to both loads and stores. Note that
someSSEinstructionsare weakly ordered(clflush
and non-temporalmove instructions[6]). CPUsthat
have SSEcanusemfence for smp_mb() , Ifence for

, thus fully orderingmemory opera-
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smp_rmb() , andsfence for smp.wmb() .

A few versionsof the x86 CPU have a mode bit
that enablesout-of-order stores,and for theseCPUs,
smp_wmb() mustalsobede nedto belock;addl

Althoughmary olderx86implementationsccommo-
datedself-modifyingcodewithout the needfor ary spe-
cial instructions hewer revisionsof the x86 architecture
no longerrequiresx86 CPUsto be so accommodating.
Interestinglyenough this relaxationcomesjust in time
to incorveniencelIT implementors.

zSeries

The zSeriesmachinesmale up the IBM™ mainframe
family, previously known asthe 360, 370,and390(8].
Parallelism camelate to zSeries,but given that these
mainframesrst shippedin the mid 1960s,this is not
sayingmuch. The bcr 15,0 instructionis usedfor
the Linux smp_mb() , smp_rmb() , and smp_wmb()
primitives. It also hascomparatiely strong memory-
orderingsemanticsasshowvn in Table 1, which should
allow the smp.wmb() primitive to be a nop (andby
the time you readthis, this changemay well have hap-
pened).

As with mostCPUs thezSeriesarchitecturedoesnot
guaranteea cache-coherenistruction stream, hence,
self-modifying code mustexecutea serializinginstruc-
tion betweenupdatingthe instructionsand executing
them. That said, mary actualzSeriesmachinesdo in
factaccommodatself-modifyingcodewithout serializ-
ing instructions. The zSeriesinstructionsetprovidesa
large setof serializinginstructions,including compare-
and-svap, sometypes of branches(for example, the
aforementionedcr 15,0 instruction),and test-and-
set,amongothers.

Conclusions

As notedearlier thegoodnewsis thatLinux's memory-
orderingprimitivesandsynchronizatiogprimitivesmake
it unnecessarjor mostLinux kernelhaclersto worry
aboutmemorybarriers. This is especiallygood news
giventhelargenumberof CPUsandsystemghatLinux
supports,and the resulting wide variety of memory-
consisteng models. However, there are times when
knowing aboutmemory barrierscan be helpful, and |
hopethat this article hassened asa goodintroduction
to them.
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